—
SUCURI

NNNNNNNN

Lesson 1.2 Checklist

Categories of
Vulnerabilities



Categories of Vulnerabilities
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Software vulnerabilities — coding errors, insecure APIs, outdated components

Configuration vulnerabilities — weak settings, exposed databases, default
accounts

Network vulnerabilities — open ports, weak firewalls, unencrypted traffic
Human vulnerabilities — weak passwords, phishing, accidental data leaks

Physical vulnerabilities — stolen devices, unlocked server rooms, insecure
disposal
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